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[bookmark: _Toc59383565][bookmark: _Toc65852211]2. IM Applications and Tools

[bookmark: _Toc65852212]Key Stages
· Key Stages 2

[bookmark: _Toc65852213]Prerequisite Knowledge
Students should have obtained the following knowledge:
· Basic computer control

[bookmark: _Toc65852214]Learning Objectives
On completion of this material, students should be able to:
· Understand the difference between social media and instant messaging;
· Understand cybercrimes and their prevention;
· Learn how to handle received information.

[bookmark: _Toc65852215]Learning Activities
· Activity 1 – Experience Social Media
Students can understand the functions and features of social media.
· Activity 2 – Experience Six Degrees of Separation
Student can understand how social media connects different users.
· Activity 3 – Be a Smart Internet User
Student can acknowledge the forms of cybercrime and learn how to prevent crime and protect yourself.
· Activity 4 – Information Searching
Through this learning activity, train students' information literacy
· Activity 5 – Distinguish Between Right and Wrong
Students can learn to find out the truth by comparing two information.
[bookmark: _Toc58081223]
[bookmark: _Toc65852216]Preparation Before Activities
· In Activity 1, we will use Microsoft Teams as a demonstration. Before the lesson, the teacher needs to prepare Microsoft Teams accounts for all students and teacher, and add all students to a team.


[bookmark: _Toc65852217]Recommended Class Schedule
	Lesson
	Content
	Time

	Lesson 1: Introduction to Social Media
	Social Media
	30 mins

	
	Activity 1 - Experience Social Media
	

	
	Difference Between Social Media and Instant Messaging
	

	Lesson 2: Cybercrime
	Activity 2 - Experience Six Degree of Separation
	30 mins

	
	Cybercrime
	

	
	Activity 3 - Be a Smart Internet User
	

	Lesson 3: Handle Information Properly
	Information Literacy
	45 Mins

	
	Activity 4 - Information Searching
	

	
	Fake News
	

	
	Activity 5 - Distinguish Between Right And Wrong
	

	Total
	105 mins
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[bookmark: _Toc65852219]Social Media
[image: Graphical user interface, icon

Description automatically generated]
Do you know what the social media is?

Social media is an online platform, users can share and exchange information with other users. Users can create their own page and share posts on it. You can record daily life, express emotions, or publish information by texts, images, videos, etc. Then, the post will be shared to other users. After they read your post, they may response with comments or likes etc to express their view.

We will first simulate posting on social media, giving likes and replying. Then find out the function and characteristic of social media!

[bookmark: _Toc59383574][bookmark: _Toc65852220]Activity 1 - Experience Social Media
Remarks: The following demonstration will use Microsoft Teams. Before the lesson, the teacher needs to prepare Microsoft Teams accounts for all students and teacher accounts adding all students to a team. (Reference: Lesson 1 Appendix - Steps to create Team on Microsoft Teams) 

Teachers may also use other social media, such as Google Classroom (Reference: Page 25 Appendix - Use Google Classroom to experience social media)


Section 1 - Experience Social Media
1. Go to the website: https://teams.microsoft.com/

2. Enter the account email address and click "next"
[image: Graphical user interface, application, Teams

Description automatically generated]

3. Enter the password, click "Sign in"
[image: Graphical user interface, application, Teams

Description automatically generated]


4. Choose your class group
[image: ]

5. Click "New conversation" button
[image: ]

6. Search and download an interesting image from the Internet, upload the image and its description to "Posts" page.
[image: ]
7. Click [image: ] button
[image: Graphical user interface, application, Teams
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8. After other classmates have uploaded their images, if you found any interesting image, you may click the "Like" or other emoji buttons at the top right of the image. 
[image: Graphical user interface, application, Teams

Description automatically generated]

9. Students may reply at the bottom of the picture.
[image: Graphical user interface, application, Teams

Description automatically generated]
10. Lastly, teacher counts and selects the image which has the most likes, enters the discussion section.



Section 2 - Discussion
Can you list out some example of social media? What are their functions and features?

We usually keep connected with our family, friends and using social media. Vendors or organizations may also provide information or advertise through social media. Social media nowadays (such as: Facebook, Instagram, Twitter, and WeChat Official Accounts Platform) generally have the following features:
1. Real-time: users can share contents for free and the content can be uploaded to Internet for other users to view in real-time.
2. Cross-region: Social media platforms usually are webpages on the Internet, information can be sent to users all over the world without restriction on distances.
3. Ease of Use: Any users can easily create a page for himself/herself or a project, and send information to other interested users regularly. 

From the above features, comparing social media with traditional media (e.g. newspaper, radio, television, etc.), what is the strength of social media? 

Real-time
	Social media allow users to instantly upload information for free.
Traditional media generally distribute information at a specific time, which will not be updated frequently and some may require charges.



No Restriction on Locations
	Social media generally allow users to send information to all over world. 
Traditional media mostly distribute information in specific areas only, which is difficult to send to all over the world.



Ease of Use
	Social media generally allows anyone to use for distributing information
Information on traditional media is usually composed and published by some specific groups (e.g.: government or businesses).



	Know More! – Big Data
Big Data is to collect huge amounts of data for analysing and to observe the pattern inside. Since the Big Data may contain one petabyte of data, traditional data processing methods are not able to handle such huge data, hence Artificial Intelligence is also used to raise the accuracy. Many businesses will set up social media page to advertise. Some social media platform will make use of big data to filter pages that users may be interested in and recommend products to these users. This will not only make users' experience more personalized, but also help businesses to reach potential customers efficiently. 





Use Social Media Properly
Chris is using social media and the following is one of his posts. Try to circle the hidden risk, and think of the consequences of his act, then suggest some solutions.
[image: ]

Chris's post is public, which means everyone can see this post. And he posted his phone number which may make him become the target of fraudsters. Users may change their privacy setting, and control the contents distributed only be viewed by friends or specified users. Although there is different privacy setting in social media, we should still be aware not to disclose personal information when uploading information on social media platforms.
[image: 一張含有 文字 的圖片

自動產生的描述]


[bookmark: _Toc59383575][bookmark: _Toc65852221]Difference between Social Media and Instant Messaging
	Review
Instant messaging is a system that allows two or more devices sending a message to each other in real-time.

Social media is also an application of Internet, users can create their own page on social media platform. They can upload texts, images, videos, etc. to their page for others to view.



Comparing Social Media and Instant Messaging
Both instant messaging and social media are services that applied Internet, also are services that send messages to others. Let's try to write the difference between the two.

	
	Characteristics
of Social Media
	Characteristics
of Instant Messaging

	Will information be shared or sent to individuals or a group of people?
	A group of people
	Individuals

	Is it easy to search for other users?
	Easy

Using others' name, interest, organization, etc. to add them as friends.
	Difficult

Requires others' phone number, account number, etc. before messaging them.



Nowadays, many social media platforms also provide instant messaging functions. Except posting on their own page, users can also communicate with other users who are also interested in relevant topics using instant messaging.

[bookmark: _Toc59383576][bookmark: _Toc65852222]Activity 2 – Experience Six Degrees of Separation 
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Have you seen the term "friend of a friend" on social media? Some social media will recommend some people whom the user may know, which facilitate users to add other people as friends.

Some experts have researched on the distance between people, and come up an idea called "Six Degrees of Separation". The idea is that any two people in world, who don’t know each other, can form a relationship using a chain of relationships, such as friends, family, colleagues, partners, etc., with no more than 6 steps.  However, there is no consensus about this idea. "Can everyone be connected with at most 6 steps?", this question still needs further research in the future. 

Can this world be all connected with only 6 steps? There is an online open-source program (Six Degrees of Wikipedia) which uses the hyperlinks in Wikipedia to calculate the relationship between any two objects or organization, and try to practice the idea "Six Degrees of Separation". Let try it with the following example.

1. Go to the website: https://sixdegreesofwikipedia.com/
[image: Graphical user interface
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2. Enter "Education Bureau" in the left box, enter "Macau" in the right box, then click "GO!" to start calculate the distance between Education Bureau and Macau. 
[image: A picture containing diagram

Description automatically generated]

3. We found many combinations, one of them is "Education Bureau→Hong Kong→Macau", which shows the distance between Education Bureau and Macau is 2 steps. 
[image: Chart, diagram

Description automatically generated]
4. Try to enter other organizations, can you find out combinations with more steps?

Summary
We can easily find people with "friend of friend" relationship using internet which helps connecting people.  But at the same time, fraudster can also use the connection to commit crimes. All of us may be targeted by fraudsters and we should always be careful. 

[bookmark: _Toc65852223]Cybercrime
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Nowadays, advanced information technology benefits out lives, but criminals may take advantage of cyberspace and security loopholes to commit crimes, such as using an anonymous account of social media or instant messaging software to commit crimes, which increases the difficulty of tracing and enforcement.

[bookmark: _Toc59383578]

[bookmark: _Toc65852224]Activity 3 – Be a Smart Internet User
Recently, there is a rising trend of cybercrimes. Fraudsters have employed many different defrauding tricks. The following will simulate that you have received these messages, let us guess the tricks used by the fraudsters, and suggest the preventions.

Scenario 1
[image: ] 
(One day, you receive a strange message from your friend asking you to purchase a gift card for him.)

	The trick used by the fraudsters
	My friend's account may be stolen by fraudsters. Trick me to purchase gift card.

	Prevention
	We may verify by contacting the friend with other channels, such as telephone.

Besides, some instant messaging software will display suspicious log-in records of that account and alert whether the account has been stolen.



Scenario 2
[image: ]
(One day, you suddenly receive a verification message from instant messaging software, asking you to press the link in the message to verify.)

	The trick used by the fraudsters
	Fraudsters may steal your log-in information through the link, then hijack my instant messaging account.

	Prevention
	We should not press on any suspicious links.

Beside, to prevent others to easily hack our messaging software, we may use Two-Factor Authentication (2FA) to enhance the security of the account. 2FA is using two authentication method to verify users, such as password and phone verification, etc. If you found your account has logged in on an unknown device, you must immediately log out from the device and change the password.



Scenario 3
[image: ]
(One day, you receive a friend request from a stranger on social media)

	The trick used by the fraudsters
	Fraudster may add me as friend on social media. Then send me unproper materials or virus (e.g. IM worms), and may even obtain my personal information for illegal purpose.

	Prevention
	We should refuse strangers' friend requests. Making friends online is unsafe, do not get to know strangers online.

Besides, some social media may have advanced settings, such as only allow friend of a friend or people who have your email or phone number to add you as friend.





	Know More! - Instant Messaging Worms
Computer Worm is a program that can replicate itself. Some malware computer worm will attack the network and cause computer unable to operate normally. Among them, instant messaging worm will send message to recipient on instant messaging software, then spread to contacts in the recipient's address book and further spread widely. Most of these messages contain links or attachments. Do not press the links or download the attachments.




	[bookmark: _Hlk62085299]Know More! – Phishing
[image: ]
Phishing website is the website that steal sensitive information by impersonating other websites. Although these websites look similar to the real websites, if you insert login information in the website, your account will be stolen. These phishing websites may be spread using email, IM software, etc.





[bookmark: _Toc65852225]Information Literacy
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Sometimes, we have to search for some information on the internet or receiving different information in instant messaging. So, what attitude should we have when receiving new information? Training our information literacy is the first step!

Information literacy is an ability to handle information, which help us to find correct and useful information, and further help us in doing projects. We may use the following steps to search for information.
1. Define: Set up questions and direction, understand what information we need
2. Obtain: Obtain information from different channels, include different point of views and evidence
3. Integrate: Integrate and make use of the information to express your own argument, and elaborate with evidence.

More details can be found: https://www.edb.gov.hk/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/information-literacy/il-index.html


[bookmark: _Toc65852226]Activity 4 - Information Searching
Students form a group of 4, use "Environmental Pollution", perform steps "Define → Obtain → Integrate".

Define
Before we search for information, we should first understand and identify what information are needed. In order to set a clear direction for the topic, we may set up some subtopic related to the topic, then search the related information. We may use methods like: 6Ws and brainstorming to help us to think and understand the topic.

6Ws is to think of 6 type of questions (Who, When, Where, What, Why, How) related to the topic.
Brainstorming is to think of a lot of terms related to the topic, then choose some important keywords for further research.

Now let's try think of some questions and keywords related to "Environmental Pollution" using 6Ws and Brainstorming 
	6Ws
	Who:
Who will be affected by environmental pollution? / Who will cause pollution?

	
	When:
When did environmental pollution occur?

	
	Where:
Where will pollution occur? / Where environmental pollution is more serious?

	
	What:
What is environmental pollution? / What impact will environmental pollution bring to human body?

	
	Why:
Why is environmental pollution so serious? / Why do people should pay attention to environmental pollution?

	
	How:
How can environmental pollution be improved?

	Brainstorming
	[image: 一張含有 文字, 電子用品 的圖片
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(Open-ended questions, answers for reference only)

Obtain
We can obtain information from different sources, it can be obtained by questionnaires (primary source), or the information published by others (secondary source). When we use secondary sources, we should choose some reliable sources, such as information published by government or experts (newspaper, books, journals, etc.).
When obtaining information, we should:
· Respect author's intellectual property rights, do citations when referencing others' work, do not obtain information from illegal channels.
· Aware the credibility of sources.
· Avoid using old information, even they may be outdated.
· When searching online, it is better to enter relevant keywords to find useful material. The following operators can be used while searching.
· [bookmark: _Hlk62085996]"Keyword ": means the search results will contain results with exact match. 
· Keyword 1 OR Keyword2: means the search result combine the result of keyword 1 and 2. 
· Keyword 1 -Keyword 2: means exclude results of keyword 2 from results of keyword 1. 
· [bookmark: _Hlk62086010]Keyword 1 * Keyword 2: means there maybe any word or phrase between keyword 1 and 2. 

With the question/ keyword from the above section, search online and find a piece of information which you think is reliable and appropriate. Also write down the source in below (e.g.: Government news)
	Question/ Keyword
	What impact will environmental pollution bring to human body?

	Information
	Studies based on local data have revealed that there was a strong association between high pollution incidents and both hospital admissions and premature deaths for respiratory and cardiovascular diseases.

	Source
	Department of Health Centre for Health Protection
(https://www.chp.gov.hk/en/healthtopics/content/460/3557.html)


(Open ended question, answers for reference, teachers may check whether the source found by students reliable or not)

Integrate
After analyzing the information, we should extract main idea from the information. Combine, summarize, compare different information, then apply and integrate them to express your opinion. If you use information published by others, you much cite the source, and rephrase to your own word, but not copy directly.

Summarize the information briefly.
	Summary
	The information from the Department of Health Centre for Health Protection shows that environmental pollution (e.g. air pollution) will harm human's health.


(Open ended question, answers for reference.)

[bookmark: _Toc65852227]Analysing data
After obtaining the information, we have to analyse whether the information is suitable. Most of the time, we have to compare different information to get a comprehensive information. We may consider the following factors when analysing: 
· Clarity: Whether the information clearly shows the whole truth, are there any ambiguous terms or hiding information.
· Accuracy: Whether the information consistent with the facts, multiple sources can be compared.
· Effectiveness: Whether the information can support the argument, are there any fallacies.
· Perceptions: Whether the information is biased, analyse sources with different stances.
· Relevance: Whether the information related to the topic.

Do you think the information you found in Activity 4 is suitable? Let's try to find one more information for comparing, then choose one of the factors above and discuss if your information is suitable for using.
	Other Information
	World Health Organization
https://www.who.int/news-room/fact-sheets/detail/household-air-pollution-and-health

	Factor
	

	Analysis
	(Clarity)
There are no vague wordings. It is discussed from different prospective (e.g.: type of pollutants)
(Accuracy)
After comparing the information from the World Health Organization, similar statistics are found.
(Effectiveness)
After comparing the information from the World Health Organization, evidences supporting the statement are correct and sufficient
(Perceptions)
After comparing the information from the World Health Organization, similar information was found
(Relevance)
The information fits our topic.


(Open ended question, answers for reference only.)

[bookmark: _Toc65852228]Fake News
[image: A blue and yellow sign
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Will you obtain news from the Internet (e.g. social media)? Recently, there are many media release news online, are these news really reliable?

Some media will spread false information on purpose, such as using fake news to mislead others. Since anyone can upload information to the Internet without authentication, we should not blindly trust the information on the Internet. We should fact check from reliable websites, such as government news (https://www.gov.hk). Do not trust or forward some unverified information. Forwarding or releasing fake information or inappropriate speech may be illegal. Therefore, we should keep careful and rational when using Internet.


[bookmark: _Toc59383581][bookmark: _Toc65852229]Activity 5 - Distinguish Between Right and Wrong
Analyse the following two information, point out the contradictions in the article and search for other information from the Internet, determine which simulated information is more consistent with the facts. 

	Simulated Information One
Someone's post on social media
	Simulated Information Two
An article from a medical journal

	Cannabis is a magic plant. The cannabidiol in cannabis can help fight inflammation, and therefore help relieve the symptoms caused by influenza, such as cough, etc. Therefore, smoking cannabis can fight influenza, and slow down the spread of the virus.
	Cannabis is a drug. It is the common name for dried flowers or leaves of the cannabis plant; and cannabis resin. 

Cannabis can cause: addiction, reduced concentration, harm the ability to memorize and judge, damage to teenagers' IQ development, harm mental health, anxiety, depression, hallucination, easily get intense and bad-tempered, heightened risks of respiratory and cardiovascular diseases.

Cannabis plant is not medicine. Certain cannabinoids may relieve the symptoms of few serious pains and side effects of drugs. Some countries (such as the United States) allow drugs containing cannabinoids for clinical use in treating some serious diseases (such as cancer). But, more researches are being undertaken.



Teachers may guide students with following hints:
· Pay attention to the source.
· Cannabis is not same as cannabidiol.
· Although cannabidiol can help fight inflammation, it does not imply cannabidiol can fight influenza.
· There are no scientific evidence shows cannabis can fight corona virus.
· We should not directly smoke cannabis, cannabis is a drug, smoking cannabis may cause health problems such as addiction.
· Simulated information two is from Narcotics Division, Security Bureau https://www.nd.gov.hk/pdf/chicannabispamphlet_file.pdf


According to the information you found online, which simulated information do you think is more consistent with the facts? Why? Circle the answer below, and discuss on the information's clarity, accuracy, effectiveness or perceptions.

	Information
	Information One / Information Two

	Factor
	

	Analysis
	(Clarity)
The wording in information one is vague, and it do not mean the harm of cannabis.
(Accuracy)
After comparing the information, different usage of cannabis was found.
(Effectiveness)
After comparing the information, the statement of information one is not supported by sufficient evidence.
(Perceptions)
After comparing the information, only information two analyses comprehensively and objectively.



Think
[bookmark: _Toc58081234][bookmark: _Toc59383582]What should we do when we receive messages similar to information one? 
We should verify the information from reliable sources. 

If this misleading information are spread by criminals, what are their purpose?
They may encourage more people to smoke cannabis through this message.

If we forward this false information to other, what will be the consequence?
Someone may be misled by the information.



[bookmark: _Toc59443399][bookmark: _Toc65852230]Appendix
[bookmark: _Steps_to_create][bookmark: _使用Google_Classroom體驗社交媒體][bookmark: _Use_Google_Classroom][bookmark: _Ref65852147][bookmark: _Toc65852231]Use Google Classroom to experience Social Media
Before the lesson, the teacher may follow the following steps to create Google Classroom.

1. Go to the website https://classroom.google.com/, and login to your Google account.

2. Teacher may click the + button on the top right, click "Create class".
[image: ]

3. Teacher show the Class code to students.
[image: 一張含有 文字 的圖片

自動產生的描述]


Step for students to simulate social media
1. Go to the website https://classroom.google.com/, sign in to your Google account.

2. Click the + button on the top right, click "Create class", and enter the class code shown by teacher.
[image: ]

3. In the Stream page, click "Announce something to your class".
[image: 一張含有 文字 的圖片

自動產生的描述]


4. Search for an interesting image online, click "Add" and put the image in. Add description for the image above and click "Post".
[image: ]

5. You may comment under other classmates' image, such as use "Good" to give likes or use other word to express, then click[image: ]button, share your opinion. 
[image: ]

6. Last, teacher count and choose the image with the most likes, enters the discussion section.
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