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[bookmark: _Toc65851299]1. Introduction to Internet service and instant messaging applications and tools

[bookmark: _Toc65851300]Key Stages
· Key Stage 2

[bookmark: _Toc65851301]Prerequisite Knowledge
Students should have obtained the following knowledge:
· Basic computer control

[bookmark: _Toc65851302]Learning Objectives
On completion of this material, students should be able to:
· Understand the basic operation of the Internet;
· Understand the basic functions of instant messaging software;
· Be aware of the precautions when using instant messaging software.

[bookmark: _Toc65851303]Learning Activities
· Activity 1 – Internet Simulation
Students can understand the operation of the Internet, and learn the knowledge related to the Internet.
· Activity 2 – Experience IM Software
Students can experience the advantage of instant messaging, and develop the appropriate attitude while using instant messaging software.

[bookmark: _Toc65851304]Preparation Before Activities
· In Activity 2, we will use Microsoft Teams as a demonstration. Before the lesson, the teacher needs to prepare Microsoft Teams accounts for all students and teacher, and add all students to a team. 



[bookmark: _Toc65851305]Recommended Class Schedule
	Lesson
	Content
	Time

	Lesson 1: Operation of the Internet 
	Internet
	30 mins

	
	Browsing Website
	

	
	Activity 1 - Internet Simulation
	

	
	IP Address
	

	
	Network Architecture
	

	Lesson 2: Introduction to instant messaging
	Instant Messaging
	40 mins

	
	Activity 2 - Experience IM Software
	

	
	Precautions when using IM software
	

	Total
	70 mins
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[bookmark: _Toc65851307]Introduction to the Internet
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Do you know what the Internet is? How does the Internet benefit our daily life?

In ancient times, due to the limitation of transportation, people used carrier pigeons for transferring messages. When people wanted to communicate with others far away, they would let the messaging pigeons carry and deliver the letter. However, this method is slow and limited by distance, it also can only be delivered to a specific location. Carrier pigeons may even lose the letter. Nowadays, the Internet works like a highway which can connect different places. The Internet allows different kinds of messages to be sent over the world.

In the following scenarios, can you write down how we may use the Internet?

Scenario 1 – Travel abroad
	Contact with family
Search for locations on online maps



Scenario 2 – Project study
	Search for information
Communicate with teammates



Scenario 3 – During disease outbreak
	Online teaching
Chat with friends



Internet is a network formed by connecting computers from all over the world. Through the Internet, we can send and receive information quickly and conveniently. In our daily life, there are many applications that make use of the Internet, such as web browsing, email, navigation etc.
[bookmark: _Toc65851308]Websites on the Internet
[image: A close up of a sign
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When we are trying to access a webpage, we can enter the web address on the web browser. We may also use a search engine to input some keywords and search for some relevant websites. Anyone can browse or upload webpages if they have any device that can connect to the Internet. Therefore, we have to validate the information from the Internet. We should also be responsible for our actions taken on the Internet, such as sharing information, posting, etc.

	Know More! - World Wide Web
World Wide Web (www) is one of the applications of the Internet, which we may also find it in a web address. Webpages can include information like text, images, etc.



Although the Internet is very convenient, there may be some criminals in it. To avoid information being stolen and accessing improper information, we should be careful while using the Internet for sending, receiving or forwarding information.

Now, let's simulate the operation of Internet and find out the safety concerns when using the Internet.



[bookmark: _Toc65851309]Activity 1 - Internet Simulation
In the following activity, we will try to simulate the operation of the Internet in our classroom together:
1. Choose two students to perform message transmission. Student 1 will send the message; Student 2 will reply to the message.
2. Students write down their own coordinate on the worksheet according to their seats. (Using "Student 1" and "Student 2" in the following diagram as an example, the coordinate of "Student 1" is A1, the coordinate of "Student 2" is C3.) 
Remarks: Teacher may confirm that students have fully understood the concept of coordinates in this step.
[image: 一張含有 相片, 時鐘, 點燃, 差異 的圖片

自動產生的描述]

Section 1 – Student 1 sends a message
1. Teacher gives Student 1 a piece of paper.

2. Student 1 folds the paper and writes down the coordinate of Student 2.
Note: Please write down the coordinate, but not the student number.
[image: 一張含有 文字 的圖片

自動產生的描述]

3. Student 1 opens the paper, writes his/her name at the bottom right and a question in the middle (e.g. ask about age). Then, Student 1 can fold the paper.
[image: 一張含有 文字 的圖片

自動產生的描述]

4. Student 1 has to give the message to Student 2. However, in the "transmission" process, students cannot leave their seats.
[image: Diagram
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5. Student 1 can “connect” with students nearby (front, back, left ,right), and give the paper to any one of them.
[image: A screen shot of a smart phone
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6. When other students receive the paper, they can try to pass the paper towards the coordinate written on top of the paper. If Student 2 receives the paper, Student 2 can keep it. 
[image: A picture containing diagram
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7. When Student 2 receives the message, Student 2 can unfold the paper and get ready to answer the question. Enter the second section.



Section 2 – Student 2 replies
1. Teacher gives Student 2 a piece of paper.
2. Student 2 folds the paper and writes down the coordinate of Student 1's seat on top of the paper.
Note: Please write down the coordinate, but not the student number.
[image: 一張含有 文字 的圖片

自動產生的描述]
3. Student 2 opens the paper, writes his/her name at the bottom right and reply to the question that Student 1 asked. Then, Student 2 can fold the paper.
[image: 一張含有 文字 的圖片

自動產生的描述]
4. Similar to the first section, in the "transmission" process, students cannot leave their seats, but students may pass the paper to students nearby.
5. When students finished "transmission", Student 1 can unfold the paper, read out the message replied by Student 2. The activity ends and we will move on to the next section for discussion. 



Section 3 – Discussion section
Students can try to write out what problems occurred when simulating the transmission on the Internet.

	Guiding Questions:
1. Without using coordinate, can you know where the destination of the message is?
No. Similar to the Internet, if you want to find a computer's location on the Internet, you have to know the IP address of the computer (Reference: Page 8 IP address)

2. Can you ensure others did not read the paper that you passed?
It is possible that others may read the message. To better protect privacy, just like how we handle data transmission on the Internet, the message should be kept confidential. We may encrypt the message that only the recipient can decrypt and read the message.

3. Try to imagine if all students are busy in sending messages to others, some students may not be able to handle all transmission well, how will this affect the overall transmission?
The overall transmission speed will decrease. Similarly, if many users are using the Internet at the same time, some transmission may be delayed due to bottleneck.



[bookmark: _IP地址][bookmark: _IP_Address]

[bookmark: _Toc65851310]IP Address
[image: ]
An IP address is used to identify devices’ location for sending and receiving data. This is why every device has a specific IP address. An IP address is similar to the address in the real world. Since an address is unique, a postman can deliver mail according to your address. However, one of the differences is that IP address may change over time, the address does not change usually.

	Know More! – Domain name system
When we access a webpage with a web address, since the computer can only read IP address, domain name system will change the web address into an IP address and tell the computer the location of the webpage. It is similar to the building's name. A postman may not be able to find the building with the building’s name solely. That is why we will express the location by street name and street number.





[bookmark: _Toc65851311]Internet Infrastructure
[image: Graphical user interface
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When we write letters, we usually send them through the post office, and postman will help to deliver letters to recipients. On the Internet, the computer will send and receive information with routers. As shown in the image above, the sender’s computer transfers data to the router first and the router will transfer the data to the recipient(s). Routers have to be connected to the Internet so they can transfer data between multiple computers with different routes.

	Know More! - HTTPS
To protect privacy and Internet security, HyperText Transfer Protocol Secure (HTTPS) is used during transmission. The data will be encrypted to avoid other people in the middle can read it.





[bookmark: _Toc65851312]Instant Messaging
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Do you use instant messaging software to contact your family or friends? What characteristics can you find in the instant messaging software?

Instant messaging (IM) is a system that allows two or more devices sending a message to each other. Instant messaging is one of the applications of the Internet. The advantages of instant messaging include:
1. Real-time: We can send messages to other users in real-time. 
2. Records: Instant messaging can record the conversation so that we can reread the content again later.
3. No restriction on locations: Users can use instant messaging service anywhere as long as they are connected to the Internet.
4. Interactive: Since messages can be sent quickly, users can have more frequent communication.

Above have shown the advantages of IM, but comparing to other communication methods (e.g. email, telephone, letter, etc.), what are the disadvantages of IM?

	Compare to email: Instant messaging is not suitable for formal business communications, such as sending confidential documents.

Compare to telephone: When we need urgent assistance, telephones can be used to contact emergency services.



Furthermore, we can use most of the IM software on smartphones nowadays. We have to install an IM application on the phone for using the IM service. We can use some IM applications (e.g. WhatsApp, WeChat, Facebook Messenger) on computers through the web or on tablets.

Now, let us find out how IM software operates. We will also find out how IM functions benefit our daily life.



[bookmark: _Toc65851313]Activity 2 - Experience IM Software
Remarks: The following demonstration will use Microsoft Teams. Before the lesson, the teacher needs to prepare Microsoft Teams accounts for all students and teacher accounts, adding all students to a team. (Reference: Page 20 Appendix - Steps to create Team on Microsoft Teams)

Teachers may also use other IM software, such as Google Hangouts. (Reference: Page 22 Appendix - Use Google Hangouts to experience IM software)

Section 1 - Experience IM
We will use Microsoft Teams to experience IM. 
Remarks: Teacher may project your own computer screen on the projector of the classroom to show the steps below.

1. Go to the website https://teams.microsoft.com/

2. Enter the account email address and click "next"
[image: Graphical user interface, application, Teams
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3. Enter the password, click "Sign in"
[image: Graphical user interface, application, Teams

Description automatically generated]

4. Choose your class group
[image: ]

5. Click [image: ] button
[image: ]

6. Click "See all members"
[image: Graphical user interface, application, Teams
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7. Click teacher's icon
[image: ]

8. Click [image: ] button
[image: Graphical user interface, application
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9. Enter any message at the bottom, press enter or click [image: ] button.
[image: Graphical user interface, application, Teams
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10. You will find your message has been sent. You may find your message on the teacher's screen.
Remarks: Teachers may stay in this page and check whether every student can send messages. 

11. Click [image: ] button to edit the format of the text.

12. Click [image: ] button to add attachments, e.g. images, videos, etc. 
[image: Graphical user interface, text, application, Teams
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13. Click [image: ] button to add emoji. 

14. Click [image: ] button to add GIF.

15. Click [image: ] button to add stickers.

16. Click [image: ] button to add schedule.


Section 2 - Discussion
[image: A picture containing graphical user interface
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In this activity, except text, do you know what kind of message we can send in the IM software as well? With the following hints, write down the answers.

	Hint 1
[image: 一張含有 桌, 電腦 的圖片

自動產生的描述]
	Hint 2
[image: ]
	Hint 3
[image: 一張含有 地圖 的圖片

自動產生的描述]

	Image / Video
	Emoji
	Location

	Hint 4
[image: 一張含有 文字 的圖片

自動產生的描述]

	Hint 5
[image: ]

	Voice Message
	Document






Try to imagine the following scenarios. Which kind of information should we use? Try to explain with an example.
Scenario 1 – Cooperate with classmates in doing projects
	Use text or voice messages to discuss and conduct surveys.



Scenario 2 – Invite friends to go shopping in a mall
	Use location to show the meeting point.



Scenario 3 – Online learning
	Send text and images to ask questions or answer the teacher's question.



	Know More! - Voice Over Internet Protocol (VoIP)
[image: ]
In addition to the various types of messages shown above, some IM software can even allow users to make voice calls (or video calls) through the Internet. This function is called Voice Over Internet Protocol (VoIP).





[bookmark: _Toc65851314]Precaution while using IM software
When you use IM software to send a message to friends, except you and your friend, who else may read your message?
	· The Internet service provider (It is because users have to use the Internet through the Internet service provider. When any user send a message through Internet, Internet service provider can read your message.)
· The instant messaging software company (It is because the company provides the platform to users to let them communicate with others.)
· People behind the users (Especially when we use computers or portable devices in public places)
· Other users of the same computer (Especially when we use public computers)



Recently, there is an increasing trend in online frauds. Fraudsters may use IM software to commit frauds. So, we have to be careful when using IM software. The followings are things we have to pay attention to.
1.	Protect your password, never tell others your password. Change the password frequently.
2.	Avoid using public Wi-Fi or public computers to login to IM accounts.
3.	Never download files from unknown sources.
4.	Never click into suspicious links.
5.	Never send your own personal information.
6.	Do not meet strangers on the Internet
7.	If you receive an unusual message from a friend (e.g. a request to buy things), be aware that the account may be stolen. Verify it by contacting your friend with different media, and do not be tricked.



[bookmark: _Toc65851315]Appendix
[bookmark: _Steps_to_create][bookmark: _Ref56344278][bookmark: _Toc65851316]Steps to create Team on Microsoft Teams
1. Click "create team".
[image: ]

2. Select "Class".
[image: ]




3. Enter a name for the team, then click "next". 
[image: ]

4. In the "Search for student" box, select students by inputting students' names or email addresses. Then, click "Add". After adding all students, click "Close".
[image: Graphical user interface, application, Teams
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[bookmark: _Google_Hangouts][bookmark: _使用Google_Hangouts_體驗即時通訊軟件][bookmark: _Use_Google_Hangouts][bookmark: _Ref65851282][bookmark: _Toc65851317]Use Google Hangouts to experience IM software
1. Go to the website https://hangouts.google.com/, sign in to your Google account. 

2. Click "New conversation", enter the teacher's email address in the box. Before starting a conversation with students, teacher may need to accept the invitation first. 
[image: Graphical user interface, website
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3. You will see a window pop up at the bottom right. Enter the message in the box and press enter to send.
[image: Graphical user interface

Description automatically generated]
4. Teacher will then receive the message sent by students. 
[image: Graphical user interface, website
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