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[bookmark: _Toc59383565][bookmark: _Toc65856090]3. Security and Ethical Issues

[bookmark: _Toc65856091]Key Stages
· Key Stages 2

[bookmark: _Toc65856092]Prerequisite Knowledge
Students should have obtained the following knowledge:
· Basic computer control

[bookmark: _Toc65856093]Learning Objectives
On completion of this material, students should be able to:
· Understand the importance of intellectual property right
· Understand Internet etiquette and learn how to protect their own privacy
· Understand how to properly use Internet and instant messaging software

[bookmark: _Toc65856094]Learning Activities
· Activity 1 - Mascot Design Competition
Student can understand the importance of intellectual property right.
· Activity 2 - Role play
Student can learn how to use Internet and instant messaging software safely and legally, and think about the responsibilities and precautions as a user.


[bookmark: _Toc65856095]Recommended Class Schedule
	Lesson
	Content
	Time

	Lesson 1: Intellectual Property Right
	Intellectual Property Right
	45 mins

	
	Activity 1 - Mascot Design Competition
	

	
	Importance of Intellect Property Right (IPR)
	

	
	Consequences of Infringement
	

	Lesson 2: Personal Privacy
	Internet Etiquette
	60 mins

	
	Personal Privacy
	

	
	Activity 2 - Role Play
	

	Total
	105 mins
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[bookmark: _Toc65856096]Course Content

[bookmark: _Toc65856097]Intellectual Property Right
[image: Photo of banner]
(Image retrieved from: https://www.ip.gov.hk/en/types-of-ip.html)

In Medieval Period, merchants in Republic of Venice in Europe can trade textile patterns, then they can turn those patterns into products and sell them exclusively. These textile patterns can be considered as a kind of intellectual property right. Establishing these intellectual property right can protect the merchant's right in getting profit after designing textile patterns and preventing others to copy the patterns.

Intellectual Property Right (IPR) includes trademarks, patents, copyright, designs etc. Unlike other properties, IPR are intangible property. They are used to protect some works such as: music, art, invention, etc. IPR is protected even on the internet. For example, if someone uses a company's trademark on social media without the company's permission, this act may be considered as infringement and may need to bear legal responsibility.



[bookmark: _Toc65856098]Activity 1 - Mascot Design Competition
If Google Classroom is used skip to Page 16 Appendix - Use Google Classroom to held mascot design competition

Section 1 - Competition
[image: ]
We will hold an in-class mascot design competition. Teacher will upload the Competition Terms and Condition to Microsoft Teams. Students should follow the terms and conditions when designing the mascot, then upload to Microsoft Teams.

[image: Graphical user interface, text, application, Teams

Description automatically generated]
After every student has uploaded, each student should pick your favourite design from others' mascot. Teach counts and selects the mascot which has the most likes, enters the discussion section.


Section 2 - Discussion
Did you read the competition terms and condition? Did you find any terms that are related to intellectual property right?

	



























[bookmark: _Toc65856099]Importance of IPR
In activity 1, students designed a mascot. However, imagine that if your design is easily stolen by others, and you will no longer own the work, how do you feel? Similarly, if the work created by writers, artists, designers, etc., can be easily used by others to make profit. How can these people continue to pay effort in creation? In order to ensure these creative industries can receive the reward they deserve, their works are protected by IPR. Now, let's learn more about the function of these IPR.

Trademarks
[image: ]
(A trademark owned by the government of HKSAR, image retrieved from: https://www.wi-fi.hk/)

Trademark is a sign that distinguishes the goods and services of one trader from those of others. Trademarks will be protected by law, after it is registered. The sign must be able to be expressed with words or drawings in order to be registered. Trademarks are used to protect the brand of companies, and it represents the company guarantee the source and the quality of the product. Trademarks also protect the brand by law from being copied or counterfeited, and further protect the company's reputation.

Patent
[image: ]
(The example above is Spork, Gabriele Pollard Watts which is an abandoned patent, image retrieved from: https://patents.google.com/patent/US20090172949A1/)

Patent is a legal power that can protect some new inventions. After registering a patent, the owner can prevent others from manufacturing, selling or importing your patented invention, which protects their profit.

Copyright
[image: ]
(The link below is a pamphlet as an example, its copyright is owned by the government of HKSAR, image retrieved from: https://www.ipd.gov.hk/eng/pub_press/publications/learning_guidebook_en.pdf)

Copyright is a right that is automatically given. Copyright law will protect works like original literary works, dramatic works, musical works, artistic works and sculptures, photos, computer software, sound recordings, films, broadcasts, cable programmes, typographical arrangement of published editions of works. Unlike other IPRs (such as: trademarks, patents, etc), copyright can be protected by law without registration in HKSAR. Copyright owners may have some unique rights, such as copying, publishing, editing the work.

Global Development of IPR
IPRs mentioned above can not only be protected in Hong Kong, but also can be protected in other countries. Some international organization, such as: World Intellectual Property Organization (WIPO), World Trade Organization (WTO), will request their member states to sign some conventions (such as the Berne Convention which protects copyright) to protect IPR in other countries.

	[bookmark: _Hlk61256928]Know More! - Intellectual Property Department
In addition to patents and trademarks mentioned above, Intellectual Property Department (IPD) is also responsible for registering designs. IPD will also promote the importance of IPR to the public. For further information, please refer to: https://www.ipd.gov.hk/index.htm.



[bookmark: _Toc65856100]Consequences of Infringement
No matter in reality or on the Internet, according to Copyright Ordinance, a person commits an offence if he/she, without the licence permission of the copyright owner, distributes an infringing copy of a copyright work to such an extent as to affect prejudicially the owner of the copyright even if it is not for the purpose of trade or business. The maximum penalty is a fine of $50,000 per infringing copy (a fine at level 5) and imprisonment for four years.
(Reference:
Cap. 528 Section 119 - Penalties for offences in relation to infringement
https://www.elegislation.gov.hk/hk/cap528?xpid=ID_1438403329771_002
Cap. 221 Schedule 8 - Level of fines for offences
https://www.elegislation.gov.hk/hk/cap221?xpid=ID_1438402852363_001)
[bookmark: _Toc65856101]Internet Etiquette
[image: ]
When we use the Internet, we should not only respect IPR, but also respect other user's feelings. We should follow the Internet etiquette (Netiquette), so we can establish a good environment on the Internet. The following behaviours are considered as good when using the Internet:
1. Make sure the content posted is correct.
2. Do not post inappropriate content.
3. Do not comment or send a large number of repeated messages.
4. Respect other's message and reply politely.
5. Respect people in reality, while using the Internet.
6. Do not disclose others' or your personal information.

[bookmark: _Toc65856102]Personal Privacy
As mentioned above, we have to protect our personal information. Disclosing personal information will let others to view and spread the information. And even become the target of cyber bullying, harassment or fraud. 
Most service providers (e.g.: social media platform or instant messaging software) will request users to agree to provide their personal information (e.g.: https://www.gov.hk/tc/about/privacy.htm). We must read the "Personal Information Collection Statement" and "Privacy Policy Statement" in detail, and pay attention to:
· The purpose and the use of personal information requested
· Would the counterparty collect excessive personal data?
· Would the counterparty transfer to a third party?
· How would the counterparty handle those personal data, such as what security measures will be taken?
Note: Recall the terms and conditions of the competition in Activity 1. 



[bookmark: _Toc65856103]Activity 2 - Role Play
Section 1 - Role Play
The teacher will divide the students into 4 groups, each group will perform role play on one of the following scenarios. Try to think of the safety problem in the following scenarios. Then, enters the discussion session.

Group 1
[image: ]
	Role
	instant messaging software users

	Problems
	Guiding Questions
Q: Why are they receiving advertisements and spam?










Q: Why did Ken also be harassed even he didn’t enrol the online lucky draw.















Group 2
[image: ]
	Role 
	Social media users

	Problems
	Guiding Questions
Q: Are there any problems in Sam's post?








Q: What is the risk of Carl leaving his name and phone number in the message?
















Group 3
[image: ]
	Role
	System developer

	Problems
	Guiding Questions
Q: Where did the users agree the instant messaging company to handle their message?









Q: Why does Elaine's money disappear?

















Group 4
[image: ]
	Role
	Company owner

	Problems
	Guiding Questions
Q: What is a cracked version?









Q: Hendry's file is locked by computer virus, what is the source of the virus?















Section 2 - Discussion
Just now we played the roles of instant messaging software users, social media users, system developers and company owner. Let's think about what the social responsibility of these roles are.

Group 1
[image: ]
	Role
	instant messaging software users

	Responsibility
	






Group 2
 [image: ]
	Role 
	Social media users

	Responsibility
	






Group 3
[image: ]
	Role
	System developer

	Responsibility
	







Group 4
[image: ]
	Role
	Company owner

	Responsibility
	







Summary
When we are using internet and instant messaging software, we should be careful and protect our and others privacy. We should also respect intellectual property rights, and never download illegal software. 


[bookmark: _Toc65856104]Appendix
[bookmark: _Steps_to_create][bookmark: _Use_Google_Classroom][bookmark: _Ref65855775][bookmark: _Toc65856105]Use Google Classroom to held mascot design competition
We will hold an in-class mascot design competition. Teacher will upload the Competition Terms and Condition to Google Classroom. Students should follow the terms and conditions when designing the mascot, then upload to Google Classroom.
[image: ]

After every student has uploaded, each student should pick your favourite design from others' mascot. Teach counts and selects the mascot which has the most likes, enters the discussion section.
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Intellectual Property Department

Government of the Hong Kong Special Administrative Region
September 2003

© Hong Kong Special Administrative Region Government 2003
Reprinted in October 2007

All rights reserved

This publication may be copied, distributed or exhibited in any form for non-
commercial use without the prior permission of the Government of the Hong Kong
Special Administrative Region provided that the following notice appears in the work:

This material is taken from “ Let's Protect Intellectual Property - Learning Guidebook ”
© 2008 and is used with the permission of the Government of the Hong Kong
Special Administrative Region.
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Competition Terms and Condition
Students will have 10 minutes to design the mascot, the following are the terms and conditions of the competition:
1. By joining the competition, participants will be deemed to be bound by the Terms and Conditions. If there are reasons to
believe that participant has breached the rule, participant may be excluded or disqualified.
2. The teacher has the final decision on the eligibility of the participants.
3. The entry must not be or include images, photographs, persons, trademarks, distinctive features, wording or other
elements, for which the participant does not have the license and for which he/she cannot provide a license to use publish,
reproduce or print.
4. All designs have to be 10cmx10cm (or 567x567pX).
5. Participants may use Windows Paint to design, the steps are as follow:
Enter "Paint" in the taskbar's search box, click on the "Paint" app.
Click "File"
Click "Properties”.
Select "Centimeters"”, and enter 10 on the following two boxes.
When finish designing, click on the save button on the top left corner.
6. When saved, participant have to upload it to the Microsoft Teams. Each participant have to choose a favourite mascot
@ from others' work, and click "Like". Last, the mascot with the most likes wins.
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